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Problem Statement

● Current digital forensic investigation 
techniques are slow, tedious, 
inaccurate and may not yield 
complete results.

● Investigators need to manually 
search phones for evidence

● There is no standard for where 
applications store data.



Functional & Non-Functional Requirements

Functional

1. App Store Crawlers
○ Collect Application Metadata
○ Collect Apk Files
○ Store all collected data in the 

database
2. Application Post-Processing

○ Store forensic report data in the 
database

3. Website
○ Query database
○ Filter query results
○ Download APK files

Non-Functional

1. System must be able to scale
○ Due to the large quantity of 

stores/applications
2. Each Crawler must process its’ website weekly

○ New applications and versions will be 
added



Constraints & 
Considerations

● Use a NoSQL database

● System must operate twenty-four seven

● System must be easily adaptable

● Data must not be tampered with after collection

● Legal issues

○ App Stores’ TOS, University Regulations

● Cost Analysis

○ Software
■ Python, Javascript, MongoDB

○ Storage
■ LSS Drive



Market Survey ● On the market
○ Forensic tools

■ Security loopholes
■ Malicious intent

○ Database
■ Individual Stores
■ APK Files

● Our Project
○ Database

■ Metadata
■ Apk Files
■ App stores
■ Versions

○ Website/ UI



Potential Risks & Mitigation

Anticipated Risks

● Resource Acquisition
● Domain Knowledge
● Downloading illegal apps from 

3rd party stores

Actual Risks

● Legal
● Time Management
● Crawler Rate Limiting
● Public Access
● Storage



Schedule & Milestones

Milestones
1. Develop Baseline Crawlers
2. Begin Collecting App Data
3. Design Web Tool
4. Integrate Additional Functionality 

into Web Tool



System Design



Detailed Design



Detailed Design - Crawler

Metadata Collected (Not all inclusive)
● App Name
● Package Name
● Developer
● Hash Values
● Description
● Apk File
● App Version



Detailed Design - Database Model

● 3 Collections
○ Application Store
○ Version
○ Forensic



● React

○ Javascript

○ Components

○ HTTP requests

Detailed Design - Website / UI



Detailed Design - Implementation Diagram



Utilized 
Platforms and 
Technologies

Backend

Platform

Data 
Stores

Frontend

File System



Functional Testing

Unit Testing:

Web Crawlers

Backend

Integration Testing:

Web Crawlers → Database:

User API → Database

Database → File System

System Testing



Conclusion



Project Status ● 7 Completed Crawlers 

○ APKPure
○ APKMirror
○ UptoDown
○ F-Droid
○ Aptoide
○ Slideme
○ Google Play

● Working database, frontend and backend.

● Mentions

○ IEEE Symposium for Security & Privacy
○ Houston Forensic Science Center
○ AAFS in Baltimore

 



Member 
Contributions

Connor - Crawler Implementation

Emmett - System and Database design. Database 
Backend and Docker implementation

Jake - Crawler Implementation

Matt - Crawler and Frontend Implementation

Mitch - Crawler Implementation



Next Steps ● Continue developing additional crawlers to support 

more stores

● Continue to refine web portal for users to access 

and filter the information

● Set up production website for targeted user access

● Add paid applications

● Implement more security

● Collect reviews



Thank you for your time. 
Questions?


